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M PrivaZer User Guide
Introduction

PrivaZer is cleaning tool that scans and cleans your computers and storage devices.
It safeguards your privacy by removing unwanted traces of internet activities,
software use, USB history, registry and files in your computer and storage devices
securely. In addition, it optimizes storage space and improves system performance
and speed.

This user guide is an introduction on the use of PrivaZer. It introduces the basic and
advanced features of PrivaZer and guides users on how to:

- Install PrivaZer

- Uninstall PrivaZer

- Scan and clean C drive

- Scan and clean an external drive
- Clean traces of Internet activities
- Clean traces of software use

- Clean traces of in registry

- Clean traces of USB history

- Delete files/ folders securely

- Clean traces of deleted files

- Empty recycle bin

- Schedule cleanup

Abbreviations

FAT File Allocation Table

MFT Master File table

NAS Network Attached Storage

SD Secured Digital

USN journal Update Sequence Number journal
USB Universal Serial Bus

Page 3 of 68



M PrivaZer User Guide
System Requirements

PrivaZer supports the following:

Languages:

- English

- French

-  German

- Spanish

- Portuguese

Operating Systems:
- Windows 7

- Windows XP

- Windows Vista

Browsers:

- Internet Explorer
- Firefox

- Chrome

- Safari

- Opera

- Flash

Digital Media:

- External storage drive
- USB Key

- iPod

-  MP3 Player

- SD Memory Card

- Network Storage, NAS
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Install PrivaZer

To install PrivaZer, you will need to download the latest version of PrivaZer from
http://www.privazer.com.

1. Click Download from the main menu bar of Privazer home page.
2. Click Download button to download the software.

| & CCleaner - Installing | EZ Download Privazer x| +]

Home  Download —> Support

Company

PrivaZer

Download the latest version of PrivaZer from our website.

. PrivaZer v1.1.314
Compatible : Windows XP, Vista, Win7
Filename : privazer_free.exe
Size : 3.4 MB

Help us to translate PrivaZer in your language
I want to translate PrivaZer into my language

CERTIFIED FOR

Page 5 of 68


http://www.privazer.com/

@ PrivaZer User Guide

3. Double click on privazer_free.exe to start installation.
4. Select language and click Next button to proceed.

g

PrivaZer

PrivaZer installation

Fran?ais
Espa?ol
Deutsch
Portugu s

omputer (recommended)

R without installation
Run PrivaZer without installing anything on this computer

@

5. Select ‘l agree’ to the terms and conditions and click Next button.

PriZer i - L W

Terms and Conditions

End Uzer SOFTWARE Licenze Aagreement for Privazer
1. 50FTwWARE LICEMSE AGREEMEMT

BY SELECTIMNG THE ACCERPT OPTION BELOW, OR BY INSTALLING, \
COPYIMG OR USING THE ACCOMPANYING SOFTWARE (PrivaZer) vOU

[EITHER AR IMDIVIDUAL OR A& SINGLE EMTITY) AGREE THAT w0U

HAVE READ THESE TERMS, UNDERSTAND THEM &AMD AGREE TO BE
LEGALLY BOUMD BY THEM.

Goverzoft permits pou to uze the SOFTWARE only in accordance with the terms
of thiz Licensze and your nghts under thiz License will terminate automatically
without notice if wou fail to comply with the terms of thiz License.

Should vour rights under thiz License kerminate for any reason you must
immediately ceaze all further uze of the SOFTWARE

and destroy all copies of it
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6. Click Browse button to select a different installation directory from the default.
Click Install button.

.
PrivaZer i

PrivaZer installation

Installation directory

C:\Program Files\PrivaZer',

7. Uncheck options for shortcuts and contextual menu if not required. Click Close
button.

-
PrivaZer

Installation successfully completed.

Start PrivaZer immediately

Desktop shortcut
Quick Launch shortcut

Installation of contextual menus (Right-click menu)

l For recycle bin ———o "Empty without a trace” l
For drives, storages "Search for traces”
Forfiles;iuuuibunnanuaas "Permanently delete”
For directories "Permanently delete”
Close (»)
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8. Select Yes to allow PrivaZer to save useful cookies for easy signon (default,
recommended for home users) or No (recommended at work). Click OK button.

Do you want PrivaZer to do a smart selection of cookies ?

@ Yes (recommended for home users)
Some useful cookies will be preserved :

cookies of websites like GOOGLE, FACEBOOK, HOTMAIL, AMAZON, EBAY, MSN, YAHOO,etc.
help to keep you signed in next time you visit the site

© No (recommended at work)

9. Select scanning option and click OK button to start scanning.

[——
Privat2er

P e

#> Scanin-depth

B Which device ?
Computer (C:)
— i

Perform a full scan
on your Computer (C:)

Scheduled : 0

Tasks in progress : 0
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Uninstall PrivaZer

To uninstall PrivaZer, select Start — All Programs — PrivaZer — Uninstall PrivaZer.

1. Click Uninstall button to start uninstall.

PrivaZer

T/
J
Uninstall PrivaZer .’
II Uninsta process I

e e

2. Click Yes button to uninstall or No to cancel uninstall.

[ Confirm ﬁ

Do you wish to uninstall Privazer ?

Yes Mo

3. Click Yes button to remove PrivaZer configuration settings.

Confirm

Would you also like to delete your PrivaZer configuration settings 7

()
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4. Click OK button after uninstall is completed.

Privader

S5

Uninstall successfully completed

5. Enter your comments or feedback (if any) at

privazer.com and click Submit

y=CAIAEBEGGQCDGWBGBOFYFUIKEIEEBTDYGYDXDWDTACGKEBEGICAWCEEHEKBRFQ

it v
Privaze
Products Download
Support Company
Feedback

Thank you for using PrivaZer.
Please leave us your feedback.

Your comments :

Go back
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Scan and Clean C Drive

PrivaZer can scan and remove residual traces in MFT, free space and USN journal,
internet activities, registry, USB history and software use in your computer hard
drives. The scan and clean results are displayed in their respective viewers.

1. Select Scan in Depth from the dropdown list and select Computer (C:). Click OK
button

+> Scan in-depth -

Computer (C:)

Feedback
Advanced options
Update

B B E

Scheduled: 0 Tasks in progress : 0
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2. Uncheck any options from the list if you do not wish to scan all. Click Scan button
to start scanning.

ATV T EEETY . WY YTw )

Privatzer

&, compaq (c) -

Select scans

| Pre-analysis

[¥] 1& | Traces in MFT

[¥] & | Traces in free space
| Traces in USN Joumnal
(@& Internet browsing

' & Cookies, Flash, HTMLS
@] Index.dat

“8 | Messengers
jJWindows history

\#| Registry

“18] Indexing

4| Memory

by startup

84| System

[¥] (4l Copy, buming

4| Downloaders

¢l Music, movies, videos
E|Photos, images. web
2| Other softwares

Select all

| |
Start cleaning

Shutdown PC after cleaning

m Disk space usage
- D& = ] =Hanlin =
T = T T e

L& [ (

& | Traces Mot
[¥] & | Traces in free space
8| Traces in USN Journal 5813
& Internet browsing 805
' &|Cookies, Flash, HTML5 i3
@] Index dat 33
8 | Messengers ) )
| Windows histary 471 More information =
(| Registry 3

“18] Indexing 12

22| Memory 42/100%

] startup 10

£5| System 739

[¥] 4l Copy, buming 1

| Downloaders

| Music, movies, videos
[¥ E| Photos, images, web [1]
2| Other softwares 27

Start cleaning
Shutdown PC after cleaning

]

See cleanup options
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4. For some scan options, you can click on the results to view the details.

Privaser

Scans completed (6 min 9 s)
[7] & | Pre-analysis (100 %}

| &, compaq (c)

[¥] & | Traces in MFT 169
8| Traces in free space 30.7 %
8| Traces in USN Journal 5813
\&i] Internet browsing 805
' &]Cookies, Flash, HTML5 33
@] Index dat 33
“8 | Messengers 0
i) Windows histary 471
(| Registry 3
“18] Indexing 12
24| Memary 42/100%
] startup 10
£5| System 739
[¥] 4l Copy, buming 1
| Downloaders 1]
[¥] 4l Music, movies, videos 2

Start cleaning
Shutdown PC after cleaning

27 - Traces
128 - Scans performed

See cleanup options

5. Click ‘X’ on the right hand corner of the window to close after viewing the det

(R

Other softwares
27 Traces
M= Software Type Trace s
1 Acrobat Reader Reference JCfusers/sengteck/documents fdw related/siti nur horisah/passport. pdf
2 Acrobat Reader Reference > 70 bytes
3 Acrobat Reader Reference Dos
4 Apple File: C:\Users\PuayChoo\AppData\Roaming Wpple ComputerYogs\asl.075249_
5 Apple File: C:\Users\PuayChoo\AppData\Roaming Wpple ComputerYogs\asl, 102846 _
6 Apple File: C:\Windowssystem32'config\systemprofile\AppData\Roaming \Apple Com
7 Apple File C:\Windowssystem32'config\systemprofile\AppData\Roaming \Apple Com
8 Apple File C:\Windows\system32'config\systemprofile\AppData\Roaming WApple Com
9 M5 Office File C:\sers\PuayChoo\AppData'\R.oaming Microsoft\Office \Recent\Choo. LK
10 M5 Office File C:\Wsers\PuayChoo\AppData'\R.oaming \Microsoft\Office \Recent\Correctio
11 M5 Office File C:\Users\PuayChoo\AppData'\Roaming Microsoft\Office \Recentindex. dal
12 M5 Office File C:\Users\PuayChoo‘\AppData\Roaming \Microsoft\Office \RecentMormal. L -
13 M5 Office File C:\Users\PuayChoo'\AppData‘Roaming Microseft\Office \Recent\oDesk.LN| T
14 M5 Office File C:\Users\PuayChoo\AppData'\Roaming Microseft\Office \Recent\PrivaZer |
15 M5 Office File: C:\Users\PuayChoo\AppData'\Roaming \Microseft\Office \Recent\PrivaZer |
15 M5 Office File: C:\Users\PuayChoo\AppData'\R.oaming \Microsoft\Office \Recent\Privazer.|
17 MS Office File C:\Wsers\PuayChoo\AppData'\Roaming \Microsoft\Office \Recent\Sample T
18 M5 Office File C:\Users\PuayChoo\AppData'\R.oaming \Microsoft\Office \Recent\Siti med 2
19 M5 Office File C:\Jsers\PuayChoo‘\AppData\Roaming \Microsoft\Office \Recent\Template
20 M5 Office Reference C:\Choo‘eDesk\Privazer PrivaZer User Guide V0. 1.doc
21 M5 Office Reference > 4804 bytes
22 M5 Office Reference Siti med approval
23 M5 Office File: C:\Users\PuayChoo\AppData'\Roaming Microsoft\Office \fbcD 55E. tmp
24 Windows Live File C:\Users\PuayChoo‘\AppData'Local\Microsoft\Windows Live \Bic\Bic 10_00|
25 Windows Live File: C:\Users\PuayChoo\AppDatalocalMicrosoft dows Live\SgmApi'Sgml—
26 Microsoft Antimalware File C:\ProgramData Microsoft\Microsoft antimalware \scans thistoryresultsire
27 Micronsnft Antimahvare File - \PranramNata Mirrnen fHMirrnenft antimalwars lerancthictnrdrea b ire
Show all -
- s = ———
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6. Click Clean button to start cleaning.

B —

Privafoer

| &, compaq (c) v|

Scans completed (6 min 9 s)
[7] & | Pre-analysis (100 %}

[¥] & | Traces in MFT 169
8| Traces in free space 30.7 %
8| Traces in USN Journal 5813
\&i] Internet browsing 805
' & Cookies, Flash, HTMLS 33
@] Index dat 33
“8 | Messengers 0
i) Windows histary 471
(| Registry 3
“18] Indexing 12
24| Memary 42/100%
] startup 10
£5| System 739
[¥] 4l Copy, buming 1
| Downloaders 1]
[ idl Music, movies, videos 2 Results
[¥] =] Photos, images. web 1]

27 - Traces

Other softwares
B|Other softvare 128 - Scans performed >

Select all
Start cleaning
Shutdown PC after cleaning

See cleanup options

7. Click See Cleanup Options to change the cleanup options. The default is
PrivaZer recommendations. You can select your own cleanup type and erasure
method and click Back button.

Cleanup options on C:\

II want to choose v]

Secure overwriting Cleanup Type
Secure overwriting
Free space deanup
RAM cleanup
v

&-.Ev

@ Hard disk (@]

<m— British HMG 155, BaselirMata Erasure Method j
\

Detect storage again
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8. Click Clean button to start cleaning.

E PrivaZer‘ .

Secure cleanup of C: in progress >
Cleaning #Windows history (62 %)

-— |
Cleaning ...0K
& Iinfo
| 7Re First cleanup may take up to 1-2 hours depending
% é"l;i on the amount of traces found
ir
x| 158

Mext cleanups will be much faster

be— mR

Shutdown PC after cleaning History (6
Boost Feedback
Pause
9. Click OK button after cleaning.
LZ Prvazer = 5 ]

Secure cleanup of C: COMPLETED
on 24/4/2012 PM 2:30:43

-—

Stop

& Iinfo

lwb_ 6259 First cleanup may take up to 1-2 hours depending ' 5

l‘!?'— 171 on the amount of traces found -

| 8065

| 55R .

X 39 Mext cleanups will be much faster e

| & Dir 'B

X| 168

B3] 1,74 ]
e — J

Co
[1 shutdown PC after cleaning History (25
[ Boost Feedback
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10.Click See to view details of cleanup or Close button to close.

LZ PrvaZer [EEEER

Secure cleanup of C: COMPLETED

on 24/4/2012 PM 2:30:43

- -
3}_ 62596880 free sectors cleaned (20 MB/s) -”__]
@] 171 Free MFT entries cleaned SEG““"I‘
@] 80652 USN entries cleaned e
#&| 55 Registry object aned See Save :
X| 396 Files cleangf (204 MB freed ) See Free space
X| 6 Directories claned See 29 868 GB
X] 16 Bases modifidg =
E2| 1,744 MB RAM cledMes -3-

é" N
(] shutdown PC after clean ng History (25
[l Boost Feedback
Stop

11.Click See beside Registry objects cleaned to view the registry objects cleaned.
' E=RIER=X

« PrivaZer

Registry object cleaned on 24/4/2012 PM 1:03:50

[HKEY _CURRENT _USER\SOFTWAREMicrosoft\Internet ExploreriMain] D
"Default_Page_URL™=""

[HEEY _CURRENT _USER\SOFTWAREWMicrosoft\Internet ExplareriMain]
"Default_Page_URL™=""

[HKEY _CURRENT _USER \Software\ClassesLocal Settings\SoftwareMicrosoftiWindows\shel \MuiCache]
"LangID"=hex: 2:09,04

[HEEY _CURREMT _USER‘\Software\Classes\Local Settings\SoftwareMicrosoftiWindows\Shel \MuiCache]
"@C:\\WindowsY\system32\\WetworkExplorer.dil,-1"="Metwork™

[HKEY _CURREMT _USER\Software\Classes\Local Settings\SoftwareMicrosoft\Windows\Shel \MuiCache]
"@%systemroote\WiindowsMobile\\wmdcBase. exe, 40 14™="Windows Mobile-based Device Connectivity™

[HKEY _CURRENT _USER‘\Software\ClassesLocal Settings\SoftwareMicrosoftiWindows\shel \MuiCache]
"@sstpswe.dil,-35001"="5ecure Socket Tunneling Protocal™

[HEEY _CURRENT _USER\Software\Classes\Local Settings\Software\Microsoftiwindows\shel \MuiCache]
"@netogon. dll,-1010"="Metlogon Service™

[HKEY_CURRENT_USER \Software \ClassesiLocal Settings\Software MicrosoftiWindows\Shel\MuiCache]
"@snmptrap.exe,-3"="SNMP Trap”

[HKEY _CURRENT _USER‘\Software\ClassesLocal Settings\SoftwareMicrosoftiWindows\shel \MuiCache]
"@Plasrv.exe,-10005"="Performance Logs and Alerts™

[HKEY _CURRENT _USER‘\Software Microsoft\Windows\Currentversion'ExploreriComDlg32\0penSavePidMRUY*]

"0 =hex:397: 14,00, 1f, 50,20,4f,d0,20,ea, 35,69, 10,a2,d8,08,00,2b,30,30,9d, 19,00, 2f, 43, 3a,5¢,\
00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,46,00,31,00,00,00,
00,00,95,40,89,56,10,00,43,68,6f,6f,00,00,32,00,07,00,04,00,ef,be, 24,37,65,\
77,95,40,89,56,26,00,00,00,59,52,01,00,00,00,02,00,00,00,00,00,00,00,00,00,Y b

:, |

Page 16 of 68
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12.Click See beside Files cleaned to view the files cleaned.

LZ PrivaZer *— — [E=REERSC
Deleted files
NE Files Size (KB)  *
1 C:\Users\PuayChoo\AppData'Local Microsoft\Windows Histor y\desktop.ini 4 E|
2 C:\Users\PuayChoo\AppData'Local Microsoft\Windows Histor y\History, IES \desktop.ini 4
3 C:\Users\PuayChoo\WppData\Local WMicrosoftiWindows \History \History, IESndex. dat 272
4 C:\Users\PuayChoo\AppData'LocalMicrosoft\windows \History\History, IESYMSHist0 12012042320 120424\ ndex. dat 32
5 C:\Users\PuayChoo\AppData'LocalMicrosoft\windows \History\History, IESWMSHist0 120 12042420 120425 ndex. dat 32
[ C:\Users\PuayChoo\AppData'LocalMicrosoft\windows {Temparary Internet Files\Content. IES\44XOTSCWI\CAD2GYTC 0,00
7 C:\Users\PuayChoo\AppData'LocalMicrosoft\Windows \Temparary Internet Files\Content. IES\44CTSCWI\CA10QIPS 0,00
8 C:\Users\PuayChoo\AppData'LocalMicrosoft\Windows {Temparary Internet Files\Content. IES\44CTSCW\CA 176495 0,00
9 C:\Users\PuayChoo\AppData'LocalMicrosoft\Windows \Temparary Internet Files\Content, IES\44XOTSCWI\CA 1ZHAWP 0,00
10 C:\Users\PuayChoo\AppData'LocalMicrosoft\Windows \Temparary Internet Files\Content, JES\44XCTSCWI\CA2EFWWS 0,00
11 C:\Users\PuayChoo\AppData'LocalMicrosoft\Windows \Temparary Internet Files\Content, IJES\4OTSCW\CA25SFBIH 0,00
12 C:\sers\PuayChoo\AppData'LocalMicrosoft\Windows \Temparary Internet Files\Content, JES\44XOTSCWI\CAIVOZS3 0.00
13 C:\Users\PuayChoo\WppData\Local WMicrosoft\Windows\Temporary Internet Files\Content, IES\44XOTSCW\CA48B 1X 1 0.00
14 C:\Users\PuayChoo\AppData'LocalMicrosoft\windows \Temparary Internet Files\Content, IES\ENOTSCW\CALBIV 20 0.00
15 C:\sers\PuayChoo\AppData'LocalMicrosoft\windows \Temparary Internet Files\Content. IES\44XOTSCWI\CASGORP7 0.00
16 C:\Users\PuayChoo\AppData'LocalMicrosoft\windows \Temparary Internet Files\Content. IES\44OTSCWI\CASDH3E 0,00
17 C:\Users\PuayChoo\AppData'LocalMicrosoft\Windows \Temparary Internet Files\Content. IES\44CTSCWI\CASGRTIZ 0,00
18 C:\Users\PuayChoo\AppData'LocalMicrosoft\Windows {Temporary Internet Files\Content. IES\44XOTSCWI\CASTDEMA 0,00
13 C:\Users\PuayChoo\AppData'Local\Microsoft\Windows \Temparary Internet Files\Content, IES\44XOTSCWI\CASSEXL3 0,00
20 C:\Users\PuayChoo\AppData'LocalMicrosoft\Windows {Temparary Internet Files\Content, JES\44XOTSCWI\CABQXEYS 0,00
21 C:\sers\PuayChoo\AppData'Local Microsoft\Windows \Temparary Internet Files\Content, IES\44XOT5CWI\CABLU 1117 0,00
22 C:\sers\PuayChoo\AppData'LocalMicrosoft\Windows \Temparary Internet Files\Content, JES\44XOT SCW\CASS4UEY 0.00
23 C:\Users\PuayChoo\AppData'LocalMicrosoft\Windows \Temparary Internet Files\Content. JES\OTSCW\CASVEIEE 0.00
29 C:\Users\PuayChoo\AppData'LocalMicrosoft\windows \Temparary Internet Files\Content. IES\44CTSCW\CASXFBZZ 0.00
25 C:\sers\PuayChoo\AppData'LocalMicrosoft\windowsTemparary Internet Files\Content. IES\44XOT5CWI\CAAQSE 1P 0.00
e Fall lmmem P m T mm | A e b U e LA e R LA S A i m VT m e e mn s Tomdim e m b Eilmm L mem b e TEELAAWET ORI L™ & TR nnn i

13.Click See beside Directories cleaned to view the folders cleaned.

[Z PrivaZer #—z PRI

Deleted directories
M= Directories

1 C:\Users\PuayChoo\AppData\RoamingMacromedia\Flash Player\#5haredObjects \WTF38ZBW \effectivemeasure.net

2 C:\Users\PuayChoo\WppData\RoamingMacromedia'Flash Player\#SharedObjects\TF38ZBW \mpsnare. iesnare. com

3 C:\Users\PuayChoo\AppData'RoamingMacromedia\Flash Player\#5haredObjects \XTF38ZBW Wwww. singnet, com

4 C:\Users\PuayChoo\AppData'\RoamingMacromedia\Flash Player\macromedia.com\support\flashplayerisys\#effectivemeasure. net
5

[

C:\Users\PuayChoo\AppData'\RoamingMacromedia\Flash Player\macromedia.com\support\flashplayerisys\#mpsnare.iesnare.com
C:\Users\PuayChoo\AppData'RoamingMacromedia\Flash Player\macromedia. com\supportiflashplayerisys\#www. singnet. com

Close
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14.Click See beside Bases modified to view the modified bases.

BZ PivaZer o ——— | — a5

Modified bases

M= Bases

1 MODIFIED Index.dat BASE : C:\Users\PuayChoo\AppData'Local\Microsoft\Windows\History\History, IESYindex.dat

2 MODIFIED BASE : IUrHistoryStg2

3 MODIFIED Index.dat BASE : C:'Users\PuayChoo\AppData'Local\Microsoft\Windows\Temporary Internet Files\Content. IESYindex. dat

4 MODIFIED FIREFOX BASE (HISTORY) : C:\Jsers\PuayChoo'\AppData\Roaming \Maozilla \Firefox \ProfilesVifvaniwl, default\places. sqlite

5 MODIFIED FIREFOX BASE (AUTOFILL) : C:YJsers\PuayChoo\AppData‘\Roaming Mozilla\Firefox\Profilesifveniwl, default\formbistory, sqlite

[ MODIFIED FIREFOX BASE (SEARCH BAR) : C:\Users\PuayChoo\AppData'Roaming \Mozilla \Firefox\Profilesiifvenjwl. default\formhistory. sqlite
7 MODIFIED FIREFOX BASE (DOWNLOADS) @ C:\Users\PuayChoo\AppDataRoaming WMozilla \Firefox \Profilesifvnjwl. default\downloads. sqlite
8 MODIFIED FIREFOX BASE (PERMISSIONS) @ C:Users\PuayChoo'AppDataRoaming YMozilla\Fire fox \Profilesiifvéniwl. default\permissions. sqlite
9 FIREFOX BASE compacted : C:\Users\PuayChoo\AppData'RoamingMozila'Firefox\Profilesifvénjwl. default\downloads.sqglite

10 FIREFOX BASE compacted : C:\Users\PuayChoo\appDataiRoamingMozila'\Firefox\Profilesifvenjwl, default\formhistory . sglite

11 FIREFOX BASE compacted : C:\Users\PuayChoo\appDataRoaming WMozila'\Firefox\Profilesifvenjwl, default\permissions. sglite

12 MODIFIED Internet Explorer BASE (COOKIES) : C:\Jsers\PuayChoo\AppDataiRoaming MicrosoftiWindows\Cookies\index. dat

13 MODIFIED FIREFOX BASE {COOKIES) : C:\Users\PuayChoo\AppData\RoamingMozilla'\Firefox\Profiles\ifvenjwl, default\cookies. sqlite

14 MODIFIED BASE : Cockies Flash : C:\Jsers\PuayChoo\WppData‘\Roamina\Macromedia'\Flash Playerimacromedia.comsupport\fiashplayverisys'setting
15 MODIFIED FIREFOX BASE (HTMLS DOM Storage) : C:\Users\PuayChoo\AppData'\Roaming'Mazilla\Firefox\Profilestifveniwl, default\webappsstore.sq
16 MODIFIED Thumbcache BASE : C:\Users'PuayChoo\AppData'\Local\WMicrosoft\Windows\Explorerithumbcache_1024.db

| |

15.Click History below to view the history of actions performed.

IZ Privazer RIS

Secure cleanup of C: COMPLETED
on 24/4/2012 PM 2:30:43

62596880 free sectors cleaned (20 MB/s
171 Free MFT entries cleaned ( ] ‘—'SEE“““Y
80652 USN entries cleaned s
55 Reqgistry objects cleaned See Save : no

396 Files cleaned (204 MB freed ) See Free space

6 Directories cleaned See 29.868 GB

16 Bases modified See -
‘t-
*‘

1,744 MB RAM cleaned
(] shutdown PC after cleaning
[ Boost Eedbac

Close

XXX

Stop
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16.Click Back to return.
E PrivaZer @Eﬁ

Secure cleanup of C: COMPLETED
on 24/4/2012 PM 2:30:43

History of actions performed

FM 1:0 Secure cleanup of C started
Current free space ; 31,864 MB
Cleaning C: #Internet browsing
Cleaning C: #Cookies,

:19 Cleaning C: #Index.dat

Cleaning C: #Windows history

45 Cleaning C: #Reqistry

Cleaning C: #Indexing

Cleaning C: #Memary

Cleaning RAM : 1,744 MB deaned and reset
Cleaning C: #5tartup

Cleaning C: #5ystem

Cleaning C: #System

Cleaning C: #Music, movies, videos
7 Cleaning C: #Other softwares

[=]
[=1]
[m]
o

17.Click Feedback below to provide your comments or feedback to PrivaZer.
18. Enter your name, email and comments to provide your feedback at privazer.com.

¥) Support, feedback - Mozil

File Edit View History

Go'to a Website c M9 Googie E
| EZ support, fesdback [+] @
‘ Home Download Support
Company

m,

Feedback / Help us to improve PrivaZer

Please leave us your comments or questions or contact us by email :

support@privazer.com

‘Your name:
Your email:

Your comments / question:
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Scan Options

Scan Option

Description

Pre-analysis

PrivaZer scans storage space in search of sectors marked as
free by the system.

Traces in MFT

When a file is deleted, its name, size, modification date, path
are not erased from the file allocation table. PrivaZer scans to
remove residual traces of files.

Traces in free space

When a file is deleted, the space it occupies is considered as
free but not erased as long as another file takes its space.
PrivaZer scans the free space to locate traces of previous
files and overwrites/ resets to zeros corresponding sectors.

Traces in USN Journal

The USN journal records details of changes made to your
files (deletion, creation, renaming, etc). PrivaZer locates
residual traces of previous files in the USN journal.

Internet Browsing

PrivaZer deletes unwanted traces of your internet activities in
the browsers — Internet Explorer, Firefox, Chrome, Safari,
Opera and Flash.

Cookies

PrivaZer detects cookies — Flash cookies, Silverlight cookies,
Tor cookies, HTML5 storages, Appcache and IndexedDB.
You can select the set of cookies to keep for easy login
(recommended for home users).

Index.dat

Index.dat files may contain traces of your activities. PrivaZer
scans your system to find all index.dat files on your computer
and analyze their content.

Messengers

PrivaZer retrieves histories of messages and useless files of
messengers like MSN, Yahoo, Skype, etc.

Window history

PrivaZer detects useless histories stored by windows like
software use and files.

Registry

PrivaZer detects residual traces and errors in the registry.

Indexing

Your files are indexed by Windows Indexing Service for fast
searching. Deleted files may still be present in the index for a
certain period of time. PrivaZer scans the index and recover
residual traces of previous files.

Memory

PrivaZer detects potential traces in RAM, Pagefile.sys and
Hiberfil.sys.

When you close a program, traces may still exist in RAM,
PrivaZer cleans up and resets to zero the RAM free space
overriding residual traces.

The Pagefile.sys may also contain traces of your activities.
The Pagefile.sys needs to be cleaned at computer shutdown.

When computer hibernates, memory is copied into
Hiberfil.sys. PrivaZer checks that Hiberfil.sys is actually reset
to zero by the system. If not PrivaZer overwrites it with zeros
during cleanup process.

Startup

PrivaZer detects unwanted traces in auto start and start
menus.

System

PrivaZer detects unwanted traces and thumbnails stored by
the system.

Copy, burning

PrivaZer detects unwanted traces of software use for copying
and burning.

Downloader

PrivaZer detects unwanted traces of software use for
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Scan Option

Description

downloading.

Music, movies, videos

PrivaZer detects unwanted traces of software use for playing
music, movies and videos.

Photos, images, web

PrivaZer detects unwanted traces of software use for photos,
images and web.

Other software

PrivaZer detects unwanted traces of software use such as
Acrobat, Antivirus, Microsoft office.

In addition to the information listed above, you can refer to the PrivaZer scan
screens. Click on each scan option, explanation of what the scan option does is
displayed.

[7] & | Traces in free space
[¥]' & | Traces in USN Joumal
& Internet browsing
[¥' & Cookies,

[ @ Index dat

[V %2 | Messengers

[ il Windows history

(| Registry

“18] Indexing

24| Memary

] Startup

£5| System

[¥] 4l Copy, buming

| Downloaders

il Music, movies, videos
E| Photos, images, web
[¥] ££| Other softwares

Select all
I

Start cleaning
Shutdown PC after cleaning

@ Back

PrivaZer begins with scanning

all the storage space

in search of the sectors marked as free
by the system

< Back

Scan ()

— -
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Cleanup Options (Data Erasure)

Data erasure is a software based method of overwriting data that completely destroys
all electronic data residing on a hard disk drive or other digital media. PrivaZer
provides the following overwriting standards for cleanup.

Overwriting Standard Overwriting | Overwriting Pattern
Rounds

British HMG IS5, Baseline 1 Overwritten with zeroes with verification.

Standard

British HMG IS5, Enhanced | 3 3 passes overwriting algorithm: 1st pass - with

Standard zeroes, 2nd pass - with ones and the last pass
with random bytes (last pass is verified).

Russian GOST P50739-95 | 2 Qalls for a single pass of zeroes followed by a
single pass of random byte.

German Federal Office for Non-uniform pattern, its complement

Information Security ' ]

US Navy NAVSO P-5239- |3 3 passes overwriting algorithm with last pass

26 verification.

3 passes overwriting algorithm: 1st pass - with

BSSagr?][;rizozfobzezf;\rfce 3 zeroes, 2nd pass - with ones and the Iqst pass
with random bytes. With all passes verification.

Canada Communications All 1s or Os, its complement, a pseudo-random

Security Establishment 3 ' ’

ITSG-06 pattern.

German VSITR 7 Calls for each sector to be overwritten with three
alternating patterns of zeroes and ones and in
the last pass with character.

7 passes: 1st pass - with ones, 2nd pass - with

Bruce Schneier’s Algorithm | 7 zeroes and then 5 times with random
characters.

7 passes overwriting algorithm with 3 alternating

Canadian RCMP TSSIT 7 patterns of zeroes and ones and the last pass -

OPS-lI with random character (with last pass
verification).

Peter Gutmann's 35 35 passes with various algorithms, including all

Algorithm

of the other listed methods.
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Scan and Clean an External Drive

PrivaZer can scan and clean devices like external harddisk, USB key, iPod, MP3
Player, SD memory card and NAS for traces in MFT, free space and USN journal.

1. Select Scan in Depth from the dropdown list and select External Storage Drive.
2. Click OK button

-

#» Scan in-depth

Which device ?

@ Computer (C:)
< External storage drive

Perform a full scan
on your External storage drive

Scheduled: 0 Tasks in progress : 0
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3. Select external drive to be scanned and click Scan button.
[ . — S - A ™ -

o REMOvable Disk (F:) E
e REMovable Disk (F:)

e REMOVable Disk (G:)
-_—

Select all

Start cleaning
Shutdown PC after cleaning

4. Uncheck any options from the list if you do not wish to scan all. Click Scan button
to start scanning.

e 8 S -

“Priva&er

s Toshiba Canvio Hard Driv -

Select scans

[¥] & Pre-analysis

[¥] & | Traces in MFT

[¥] & | Traces in free space

[¥]' & | Traces in USN Joumal
[7] 22| System (Recycle bin, )

b Select all

| |
Start cleaning
Shutdown PC after cleaning
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5. Click OK after reading the info message.

6. Click Clean button to start cleaning the external drive.
-

" Privagzer

| s Toshiba Canvio Hard Driv - |

Scans completed (6 min 15 s)
8| Pre-analysis (100 %)

[¥] 1| Traces in MFT e

[¥] & | Traces in free
[¥] @i | Traces in USN & Info
EEl|System (Recy
You may even find residual traces in free space
Select all of new hard drives .
The reason is that
manufacturers perform write tests
on disk sectors by writing non-zero data
before delivering them to customers.
&
- .-
[] Start cleaning

Shutdown PC after cleaning

See cleanup options

7. Click History below to view the history of actions performed.

iz PrivaZer

Secure cleanup of L: COMPLETED
on 23/4/2012 PM 7:30:06

@] 430991112 free sectors cleaned (24.8 MB/s)
_’QJ 16 Free MFT entries cleaned
@] 80652 USN entries cleaned

Free space

208.001 GB

s

m wm

Stop
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8. Click Back to return.

E PrivaZer'

Secure cleanup of L: COMPLETED
on 23/4/2012 PM 7:30:06

History of actions performed

FM 5:06:54 Secure cleanup of L started

PM 5:06:54 Current free space ; 218,104 MB

PM 5:06:54 Cleaning L: #Traces in usn journal {1/1)

PM 5:08:23 SMART cleanup |L

PM 5:08:23 Only necessary free space deanups are performed | L

PM 5:08:23 Free sectors are overwritten and reset to zero | L

PM 5:08:23 Free space will be tempaorarily unavailable on | L

PM 5:08:23 Free space will be available again after deanup | L

PM 5:08:23 Secure cleanup of free MFT entries

PM 7:30:01 Secure cleanup of free space in MFT {residual traces of old resident files are deaned)
PM 7:30:07 You can access the free space of L again (free space deanup is completed)
PM 7:30:07 Secure cleanup of L: ...0K

[a=]
1]
(]
-~
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Clean Traces of Internet Activities

As you browse the internet, the sites and images are saved in your computer to allow
faster loading instead of downloading from the web page again. Your online activities
may leave sensitive traces and put you at risk for a bad consequence. PrivaZer can
remove browser history, cache, cookies, index.dat to keep internet browsing private.

1. To remove traces of internet activities, select Internet activities from the
dropdown list and click OK button.

+» Scan

+» Scan

Coon

» = Internet activitie;>
b

i}

Scan every possible place

on your PC = Delete
to retrieve unwanted traces —
of your Internet activities Gl Empty

Schedule

&) Restore

Scheduled : 0
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2. Uncheck any options from the list if you do not wish to scan all. Click Scan button
to scan internet activities.

" Privagzer

&, compaq (c) -

Select scans

(@& Internet browsing

F' &) Cookies, Flash, HTMLS
[¥] @ Index.dat

l| [ b Startup

28] System

Select all

| Start cleaning
Shutdown PC after cleaning

3. Click Clean button to remove internet activities.

" PrivaBer

| &, compaq (c) v|

Scans completed (13 s)

&i] Internet browsing 7685

' &l Cookies, Flash, HTML5 432

@] Index.dat 277

Uy| Startu 0

q, e 3287 - Traces >
= 0 - Thumbnails >

Select all 0 - Thumbs DB =

296 - Traces of websites >
1 - Scans performed >

Results

[] start cleaning
Shutdown PC after cleaning

See cleanup options
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4. Click OK button after reading the info message.

LZ PrvaZer

Secure cleanup of C: in progress >
Cleaning #Internet browsing (4 %)

" |
& Iinfo
B 1Re First cleanup may take up to 1-2 hours depending
% ‘3_"98 Fi on the amount of traces found
a

Mext cleanups will be much faster

be— mR

Shutdown PC after cleaning

History (3
Boost Feedback
Pause
5. Click See to view details of cleanup or Close button to close.
LZ Prvazer = 5 ]

Secure cleanup of C: COMPLETED
on 23/4/2012 PM 1:29:51

Free space

22.316 GB

)
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Clean Traces of Software Use

Whenever you install, update, uninstall, use a software, download, copy, remove
files, listen to music or watch videos in your computer, your actions are recorded in
the window history. PrivaZer can remove unwanted window history and traces of
software use to protect your privacy.

1. To remove traces of software use, select Software use from the dropdown list
and click OK button.

]
&

o Delete

Scan traces left
by your software use

El Empty

Schedule
&) Restore

Scheduled : 0
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2. Uncheck any options from the list if you do not wish to scan all. Click Scan button.

“Privater

&, compaq (c) -

Select scans

[¥] | Windows histary

] startup

[7] (4l Copy. buming

4| Downloaders

51| Music, movies, videos
E|Phatos, images, web
25| Other softwares

b Select all

Start cleaning
Shutdown PC after cleaning

X

3. Click Clean button.

“Privaizer

| &, compaq (c) v|

Scans completed (12 s)
[+ il Windows history

] startup

[¥] Cal Copy. buming

4| Downloaders

[¥] 4l Music, movies, videos

Select all

[] start cleaning
Shutdown PC after cleaning

WH=H=§

Results
Z| Photos, images, web
B Other softwares = TEEE

128 - Scans performed >

See cleanup options
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4. Click See to view details of cleanup or Close button to close.

IZ privaZer bl

Secure cleanup of C: COMPLETED
on 23/4/2012 PM 1:40:54

| 247 Registry objeCts cleaned See Save : no
X| 150 Files clearf

Free space

22.314 GB

s

Page 32 of 68
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Clean Traces in Registry

The window registry stores all configuration and application settings in a logical
repository. Over time, the registry becomes cluttered with missing or broken links
when we install, upgrade or uninstall software. PrivaZer removes missing or broken
links so that the registry can run more efficiently.

1. To remove traces in registry, select in Registry from the dropdown list and click
OK button.

[# In Registry

[3

Scan traces left
in your registry = Delete

v

El Empty

Schedule
&) Restore

Scheduled : 0
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2. Uncheck any options from the list if you do not wish to scan all. Click Scan button.

&, compaq (c)

Select scans

¥ il Windows history
| Registry
il Startup

Select all

| |
Start cleaning
Shutdown PC after cleaning

3. Click Clean button.

Scans completed (3 min 25 s)
[+ il Windows history 19 Results

] | Regist 23 0 -Trace >
S i i T - Trace
B [0)| Startu 0 - JumpLists >

Select all 9 - Scans performed >

| &, compaq (c)

[] start cleaning
Shutdown PC after cleaning

See cleanup options
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4. Click See to view the registry objects cleaned or Click Close button.

E PrivaZer - @M

Secure cleanup of C: COMPLETED
on 23/4/2012 PM 3:20:21

Free space

24.180 GB
‘3; /"

fter deaning History (6
Feedback

Stop
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Clean USB History

We use the USB port to plugin to many devices like external hard disks, printers,
mobile phones, cameras, MP3 players, etc. The USB history is stored in registry files.
PrivaZer can remove residual traces of disconnected devices to protect your privacy.

Note

1. To remove USB history, select USB History from the dropdown list and click OK
button.

I
l

= Scan -

[l +» Scan

A @ | = Scan

»
y
& \fz .

I B USB history
Scan traces left

by disconnected USB devices o Delete

Rl |

E Empty

Schedule
& Restore

I Scheduled: 0
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2. Click Clean button.

E PrivaZer

Scan USB history
43 USB traces found

=
Cl

—
MOOGD s o e L R

Traces

Toshiba External USB HDD USB Device
USE Mass Storage Device

Compatible USE storage device
Port_#0006,Hub_#0005

Disconnect on : 21/4/2012 PM 6:27:05
TOSHIBA External USB 3.0 USB Device
USE Mass Storage Device

Compatible USE storage device
Part_#0005.Hub_£0005

Disconnect on : 15/4/2012 PM 2:15:27

PanasonickX-MB2010
drive : Panasonic

USE Composite Device
Panasonic MFStation Scan

USE Printing Support
(Standard USE Host Controller)
Panasanic

Microsoft
Port_#0004.Hub_#0005

AAAA AndAd A0AT AnA Aan Anh AN Amin Ann

| »

3. Click Close button.

—

E PrivaZer r=nret
Deletion of USB history COMPLETED
on 23/4/2012 PM 3:23:45
N —
Cancel Close (»)
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Delete Files or Folders Securely

When a file or folder is deleted, its name, size, modification date and path are not
erased from the file allocation table. PrivaZer can remove residual traces in file table
(FAT or MFT) and free space to avoid any possibilities of recovery.

Delete Files Securely

1. To delete sensitive files, select Delete without a trace from the dropdown list.

: - e T ——— 'ﬁw‘
> Scan -
| > Scan
A @ .-’__ Scan
b ' L]
P SECRET i}
- L
I
Securely delete
fles or drectories T Delete without a trace
with no possibility of recovery ;( )
by recovery softwares Gl Empty
or advanced recovery technigues.
Schedule
&7 Restore

Scheduled : 0
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2. Select Sensitive Files and click OK button.

@ Delete without a trace -

What ?

Sensitive files

4

Securely delete
sensitive files

Scheduled : 0 Tasks in progress : 0

3. Select files to delete and click Open button.

{ v Select L —— ﬁ
Lookin:  }| Test2 - @ mE-
= Name Date modified Type Size Tags
‘*""} Sample Test Cases

Recent Places

L

Desktop

b

I PuayChoo

A

| Computer

| Er

Nﬁork

?@Sample Test Plan&Test Cases

Ohbject name: "Sample Test Plané&Test Cases doc” "Sample ™ - | Open I
Objects of type: [ Alfiles () -] | Coaneel |
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4._7 Click Start button.

E PrivaZer ==

Delete without leaving a trace
2 elements (C:\Choo\oDesk\Test2\Sample Test Cases.doc,...)

| _
( s‘c““

See advanced options

Permanent deletion without any possibility of recovery

Erasure with overwriting technigue of file contents, file name, dates, size,
1- Deletes/overwrites allocated sectors

2- Delet writes slack space,

3- Cleans traces in the MFT

m

(¢)  Cancel Start  (»)

=

5.. Click See to view deleted files or Close button to close.

E PrivaZer =&

Deletion without a trace COMPLETED
On 24/4/2012 PM 8:42:13

X | 2 Deleted ﬁle

X 0 Deleted directories
X| 0 Deleted subdirectories

———

=

tCREL
fror st

vn PC after cleaning History (2

o

Stop

Page 40 of 68



@ PrivaZer User Guide

6. Click Close button.
LB Privezer R —

S [E=STEERc
—
Deleted files
N® Files Size (KB)
1 C:\Choo'oDesk Test2\Sample Test Plan&Test Cases.doc 224
2 C:\Choo'oDesk Test2\Sample Test Cases.doc 43

Close
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Delete Folders Securely

1. To delete sensitive folders, select Delete without a trace from the dropdown list.
2. Select Sensitive Directories and click OK button

~ Privafer

w Delete without a trace -

@ What ?
b ¥ Sensitive directories
]
&

Securely delete
sensitive directories

Scheduled: 0 Tasks in progress : 0

Page 42 of 68



@ PrivaZer User Guide

3. Select fo!ders to delete and click Select button.

Select
[ . Privazer '] [’
MName Size  Type Date modified

7\

—@ File Folder 23/4/2012 PM 3:29
Ty

C:AChoo\oDesk \PrivazerTest Folder

4. Click Start button.

E PrivaZer C=AL)

Delete without leaving a trace
1 element (Test Folder)

. SEORED
. TopSEbT

See advanced options

Permanent deletion without any possibility of recovery

j| Erasure with overwriting technique of file contents, file name, dates, size,
1- Deletes/overwrites allocated sectors

2- Deletes/overwrites slack space,

3- Cleans traces in the MFT

,‘\ - @
— ————= :
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5._ Click See to view deleted files/ folders or Close button to close.
E PrivaZer =)

Deletion without a trace COMPLETED
on 23/4/2012 PM 3:30:46

-_—

=

gCREL
for 5%

m wn

Stop

7. Click Close button after viewing the deleted files.

L2 Privazer — ] B ]
Deleted files
N Files Size (KE)
1 C:\Choo'oDesk\Privazer\Test Folder\Corrections - Privazer App Screens.doc 4,956
2 Ci\Choo'oDesk\Privazer\Test Folder\Corrections - Privazer Install Screens.doc 1,096
3 C:\Choo'\oDesk\Privazer\Test Folder\Corrections - Privazer Web Pages.doc 3,216

| |
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8. Click Close button after viewing the deleted folders.

g ‘Pn'vaZE - F

Deleted directories

Ne Directories

1 Test Folder

Close
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Clean Traces of Deleted Files

PrivaZer can scan and remove residual traces of your deleted files to prevent
recovery software and advanced recovery techniques from recovery.

1. Toremove traces of deleted files, select Old files from the dropdown list and click
OK button.

 Privafer

+» Scan

+» Scan

Scan

i old files

Scan residual traces

nfynur_ deleted flle_s. £ Delete
Performing cleanup wil prevent _

recovery softwares Gl Empty
and advanced recovery technigues

from recovery. & Schedule

&) Restore

Scheduled: 1
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2. Uncheck any options from the list if you do not wish to scan all.
3. Click Scan button to start scanning.

_PrivaBer : X

&, compaq (C:) -

u Select scans
& Pre-analysis
| Traces in MFT
@] Traces in free space
& | Traces in USN Journal

Select all

| ]
Start cleaning
Shutdown PC after cleaning

4. Click Clean button to start cleaning.

Privaszer

| &, compaq (c) v|

Scans completed (3 min 17 s)

[¥] 1@ | Pre-analysis (100 %)
V] & | Traces in MFT 569 Results
[¥] & | Traces in free space 4.2 %

. 4840 - Traces >
B Traces in USN Joumnal
ITrace - 1 - Scan performed >

Select all

[] start cleaning
Shutdown PC after cleaning

See cleanup options
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5. Click History to view details of cleanup or Close button

to close window.

E PrivaZer -

(=] [

Secure cleanup of C: COMPLETED
on 25/4/2012 PM 3:04:24

8| 50644952 free sectors cleaned (22.4 MB/s)
@] 569 Free MFT entries cleaned
@] 80652 USN entries cleaned

o

Free space

28.680 GB

o u;

Stop

6. Click Back to return after viewing the history of cleanup.

Fee! ! ack

E PrivaZer‘ .

Secure cleanup of C: COMPLETED
on 25/4/2012 PM 3:04:24

History of actions performed

PM 2:
PM Z:
PM 2:
PM Z:
PM 2:
PM Z:
PM 2:

17:39 Secure cleanup of C started

17:39 Current free space : 30,683 MB

17:39 Cleaning C: #Traces in usn journal {1/1)

18:02 SMART cleanup | C

18:02 Only necessary free space cdeanups are performed | C

18:02 Free sectors are overwritten and reset to zero | C

18:02 Free space will be tempararily unavailable on | C

PM 2:18:02 Free space will be available again after deanup | C

PM 2:18:02 Secure cleanup of free MFT entries

PM 3:04:22 Secure cleanup of free space in MFT (residual traces of old resident files are deaned)
PM 3:04:24 You can access the free space of C again (free space deanup is completed)
PM 3:04:24 Secure cleanup of C: ...0K
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Empty Recycle Bin
PrivaZer uses erasure with overwriting technique to delete any files or folders in the
recycle bin permanently. It deletes or overwrites allocated sectors, free space and

clean traces in MFT to prevent any possibilities of file recovery.

1. To empty recycle bin securely, select Empty recycle bin without a trace from
the dropdown list and click OK button.

=
i
(=0
a

Securely empty recycle bin
without leaving a trace of files deleted = pelete

L)

G Empty recycle bin withou@

Schedule
& Restore

Scheduled: 1

Page 49 of 68



@ Privazer User Guide

2. Click See Advanced Options to select your own erasure method (recommended
_only for advanced users). Click Start button to start emptying recycle bin.
E PrivaZer E@Iﬁ

Empty recycle bin without leaving a trace
2 elements (C:\$Recycle.Bin\S-1-5-21-1944819352-1054605529-4113804461-1004\$R8E

\\

P si.ﬂ\\“

o —

” See advanced options

Permanent deletion without any possibility of recovery
Erasure with overwriting technique of file contents, file name, dates, size,
1- Deletes/c s allocated sectors

2- Deletes/c nrites slack space,

3- Cleans traces in the MFT

) D

3-, Click See next to Deleted Files or Folders to view details. Click Close button.

g PrivaZer LEJM

Emptying of recycle bin without a trace COMPLETED
on 25/4/2012 PM 1:21:51

|
i
=
en

n PC after cleaning History (2
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2 Pooze: S —

9. Click Close button after viewing the deleted files/ folders.

Deleted files

N® Files Size (KE)

1 C:\SRecyde.Bin'|5-1-5-21-19448 19352-1054605529-411380446 1- 1004\ SRIU17YN. doc 43
2 C:\SRecyde.Bin'|5-1-5-21-19448 19352-1054605529-411380446 1-1004\$RBEL4VM\Sample Corrections.dac 300

Close
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Schedule Cleanup

You can schedule cleanup to run automatically on a regular basis: daily, weekly or
monthly.

1. To schedule a cleanup, select Schedule cleanups from the dropdown list and
click OK button.

w Delete -

Scan

5

@

’
-

Scan

[ T Y =T

Schedule cleanups
on your devices Delete

i Empty

@ Schedule cleanu;D

&) Restore

Scheduled: 0
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2. Select frequency of cleanup from the dropdown list.

Monthly
Weekly
Daily

e N e

> -

Select the hour

18:00
18:00
20:00
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4. For Weekly cleanup, select the day to perform cleanup.

ﬁrfvaf;er' —

Scheduled cleanup tasks : 0

QWeekly) |

Select the day hd

Select the day
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

5. Select the hour to perform weekly cleanup.

,ﬁﬁvager_ —_—

Scheduled cleanup tasks : 0

lWeekIy - l

lMond& ']

——

( .Select the hour i v'

00:00
01:00
02:00
03:00
04:00
05:00
06:00
07:00
08:00
09:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00

‘ 17:00

18:00
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6. For Monthly cleanup, select the date to perform cleanup.

asks: 0

m

7. Select the hour to perform monthly cleanup.

ﬁrfvaf;er* —

Scheduled cleanup tasks : 0

l Monthly - ]

30 q

(|5elect the hour -

Select the hour
00:00
01:00
02:00
03:00
04:00
05:00
06:00
07:00
08:00
09:00
10:00
11:00
12:00
13:00
14:00
15:00
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8. After selecting the schedule, check the drive for cleanup. Click Setup to view scan

options.

ﬁrfvaf;er' —

Scheduled cleanup tasks : 1

l Monthly - ]

E 8

l12:{}0 'I

[ Select all

Last deanup
24/4/2012 PM 2:30:42 Setup

&, compaQ (C:)
[ & Recovery (D:)

9. Uncheck any options from the list if you do not wish to scan all. Click OK button.

|8

,ﬁﬁvager_ —_—

&, compaq (c) -

Scheduled cleanup tasks
8| Pre-analysis

[¥] & | Traces in MFT

[¥] & | Traces in free space
& | Traces in USN Journal
& Internet browsing
' &l Cookies, Flash, HTML5
[ @ Index dat

8 | Messengers

\#| Registry

18] Indexing

4| Memory

L“)J Startup

£4] System

[¥] (4l Copy, buming

4| Downloaders

¢l Music, movies, videos
E| Photos, images, web
[¥] ££| Other softwares

Select all
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rlO.ScheduIed is updated to 1 after the schedule is saved.

Privaszer X

#> Scanin-depth -

Which device ?
Computer (C:)

= Feedback
B2 Advanced options
= Update

Scheduled: 1 Tasks in progress : 0
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Advanced Options

PrivaZer provides advanced options to allow users to configure and save their
settings.

1. Select Advanced Options on the left hand corner.
v - =

" PrivaZer

&> Scan in-depth

Which device ?
Computer (C:)

Scheduled: 1 7 Tasks in progress : 0
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Check options to delete pagefile.sys at next or each computer shutdown.
Check option to allow computer to hibernate.

Check options to save or delete registry changes.

Click Stop to stop Wsearch indexing. Click Disable to disable Wsearch indexing.
Select Background mode or Boost mode in Performance dropdown list for
scanning and cleaning.

ok wN

Advanced options

Delete pagefile.sys
At next PC shutdown only
At each PC shutdown

on

["] Allow computer hibernation

Registry backups See

Save registry changes made by next cleanupg

lete backups older than 1 month

search Indexing

Status : Running Stop
Startup type : Automatic Disable

[Background mode

A Boost
b 2B ackground mode
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Software Update

You should install the latest version of PrivaZer to scan and clean your computers
and external devices accurately and efficiently.

1. To check for updates, select Update on the left hand corner.

[ Privater

+> Scan in-depth -

Which device ?
Computer (C:)

= Feedback
2 Advanced options
= Update

Scheduled: 1 Tasks in progress : 0

Page 60 of 68



@ Privazer User Guide

2. PrivaZer checks for updates in privazer.com.

3. If PrivaZer version installed on your computer is older than the one in
privazer.com, a message prompting you to download the latest version is
displayed.
|| Privafer

Update

An updateis available on the website
Mdpriozervam3Pease download it

‘ Cancel Install

See Updates history

|

4. —= —

5. Click Yes to download the latest version or No to cancel the download.

Caonfirm ﬁ

An update of PrivaZer is available,
Do you want to go on the website to download it ?
http:/www.privazer.com

Mo

v )|
\ —
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6. Click Download button to download the software.

2) Download PrivaZer - Mozilla Firefox

wunw. privazer.com/download. htrm - el

['Z Download Privazer x ] 3 Facebook x Io Puay Choo Ng - oDesk x IWGelman language - Wikipedia, the fre... = IE Download PrivaZer x I + \ =

Home Download Support
Company

I

Download Release notes
Download the latest version of PrivaZer from our website.

. PrivaZer v1.1.315

. Compatible : Windows XP, Vista, Win7
. Filename : privazer_free.exe

. Size : 3.46 MB

- Download

v1.1.312 (11 April 2012)
- Minor bug fixes and improvements.

v1.1.311 (0

- Minor bug fi

es and improvements.
Help us to translate PrivaZer in your language = pretiEiLE

I want to translate PrivaZer into my language v1.1.310 (08 April 20

- Minor bug fixes and i

Beta release notes

7. Double click on privazer_free.exe to start installation. Click Next button to
proceed.

.
PrivaZer

PrivaZer update

Language

English v

Select
|
Update
Update PrivaZer on this computer (recommended)
A
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8. Click OK to close the old version of PrivaZer.

i Privader u

@ PrivaZer will be closed to install the new version

9. Click OK after update is completed.

Change log

PrivaZer has been updated.

10.Check the version on the top left hand corner of the window.

#> Scan in-depth -

Which device ?
Computer (C:)

Perform a full scan
on your Computer (C:)

Scheduled: 1 Tasks in progress : 0
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11.Click OK to close message box.

Privader m

@ Successfull PrivaZer update !

Ok

12.1f PrivaZer version installed on your computer is the same as privazer.com, a
message ‘No new update available’ is displayed.

— Privafer_

Update

No new update available.
April 25 2012 at 4:43:05 PM

See Updates history
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13.Click See Update history to check the software update history. Click Back to
return.

[ Privafer s =
Updates history
2442012 10:52:01 AM vl.1.314
25/4/2012 4:34:03 PM v1.1.315
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Support

Support for PrivaZer is available by sending email to support@privazer.com.
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F
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G
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H

Hiberfil.sys, 20

hibernate, 59
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Install, 3, 5, 7

internet activities, 3, 11, 20, 27, 28
Internet Browsing, 20

iPod, 4, 23

L

language, 6
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M
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MP3 Player, 4, 23

Music, movies, videos, 21

N

NAS, 3
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Network Storage, NAS, 4

O

Operating Systems, 4
Other software, 21
Overwriting Standard, 22

P

pagefile.sys, 59

Pagefile.sys, 20
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Peter Gutmann's Algorithm, 22
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privazer_free.exe, 6, 62

R

RAM, 20

recovery, 38, 46, 49

recycle bin, 3, 49, 50

registry, 3, 11, 16, 20, 33, 35, 36, 59
Registry, 16, 20, 33

Registry objects cleaned, 16

remove, 9, 11, 20, 27, 28, 30, 33, 36, 38, 46
results, 11, 12, 13

Russian GOST P50739-95, 22
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scan, 11, 12, 13, 21, 23, 24, 28, 31, 34, 46, 47, 56,
60

Scan, 3, 11, 12, 20, 23, 24, 28, 31, 34, 47

Scan in Depth, 11, 23

scan option, 12, 21

scan options, 13, 56

scanning option, 8

Schedule, 3, 52

schedule cleanup, 52

Schedule cleanups, 52

SD, 3,4, 23

SD memory card, 23

sensitive files, 3, 38

Sensitive Files, 38, 39

sensitive files and folders, 3

sensitive folders, 42

Software Update, 60

software use, 3, 11, 20, 21, 30

speed, 3

Startup, 20

storage space, 3, 20

Support, 66

System, 4, 20

system performance, 3

T

terms and conditions, 6
traces, 3, 11, 20, 21, 23, 27, 30, 33, 36, 38, 46, 49

U
uninstall, 9, 10, 30, 33
Uninstall, 3, 9

Update, 3, 60, 65

updates, 60, 61

US Navy NAVSO P-5239-26, 22

USA DoD 5220.22-M Department of Defence, 22
USB, 3, 4, 11, 23, 36

USB history, 3, 11, 36

USB key, 23

USB Key, 4

USN journal, 3, 11, 20, 23

USN Journal, 20

wW

window history, 30
Window history, 20
Wsearch indexing, 59
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